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BULLETIN

MAKE / MODEL: YEAR: ENGINE CODE:
All All All

SUBJECT / SYMPTOM / TROUBLE CODE:
TEXA - myTEXA Security clearance/validation + 2-factor authentication via Authenticator App

SOLUTION:

This validation is requisite in order to be approved to open the security gateway (SGW) in car brands
that require it in the future. For example, VAG or Mercedes-Benz.

This bulletin deals with the set-up of a workshop manager profile.

If there are several users of the diagnostic tool, they must each be invited by the workshop manager
via myTEXA. See bulletin 9676.

Start by completing a user profile set-up in myTEXA.
See guide to this in bulletin No. 8911.

If one is already set-up to use myTEXA, the following steps must be performed:
Go to:

WWW.m Xa.com
Press Enter.

myTEXA Login

Bt and eas) VES yOU ACcess to
Regstenng is quick and easy and gives you access t

myTEXA s the portal that allows TEXA customers to create a personal profile, enabling them to access all specially dedicated services,
everything that regards the world of "TEXA"

aven outside the workshop.

First of all, via a link within this portal, the user can access the dedicated area of DOWNLOAD MANAGER, the new application
specifically developed to make procedures for downloading the diagnostic software easier, quicker and even more protected
Furthermore, it will be possible to subscribe to the newsletter and receive all the latest news, regarding the company, its produets and
relative updates and upgrades, as well as the TEXAEDU calendar of their courses, and much more.
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SOLUTION CONTINUED:
Follow the steps:

Sign in

PURCHASED EQUIPMENT
Serial number. Serial number: |
R e
settn ettt

Dear customer,

Please read the privacy_policy pursuant to art_ 13 of the GDPR and to freely express you consent to the data processing.

Consent to the processing of personal data
1, the undersigned. in person andior on behalfof the related company, confitm having received the privacy policy and, without prejudice to the possibity o object at any time fo the tiansmission by TEXA via elecironic of

paper mai of newsleters or unications relating 0 services similar 1o the purchased ones, deciare that:

0 1 agree
1do NOT agibe
10 the processing of my personal data by TEXAfor the purpose of sending direot sales, market orcom nication, wilh reference to products and services by TEXA andor

cormpanies of the Texa Group, even diferent from the purchased ones and with different means of contact (e-meail, ax, phone, text messages, social networks and paper-based mail)

o B 4

Press (arrows) and check if the information is correct.

MANAGEMENT WO

your prsonal i and orshopdatl m x d

& New profile page: here you can edit an

Date of birth

Perform the ID Proc

Personal profile required to carry
First name.
S Coavkan Last name
e >
Date of bitth
X Company profile validation >

Yo can perform the identy check by entering your pofils data

Editprofile | Identity check

d

) ) D ) CONTINUED.. 2




UK-9263

Page 3 of 12

SOLUTION CONTINUED:
Select country.

Choose whether you want to be verified via passport, driver's license or residence permit.

In this example, driver's license is selected.

<

Verify your identity

It should take a few minutes

one to photograph
cument

Choose document

Privacy Policy

Submit license (front)

Take a photo with your phone

Continue on phone

of upload photo — N0 scans

Privacy, Policy

['ﬂrm I 'il‘ L

<

Choose your document
Select issuing country to see which documents we accept

ssuing country

Continue on your phone

Here's how to do it:

Send a secure link to your phone

Open the link and complete the tasks

Check back here to finish the submission

Wi enfido

Brivacy Policy

<

Select issuing country to see which documents we
accept

ISsuing country

| Q|

Accepted documents

Drver's conse m
= s >
Front and back

Residence permit >
Front and back

gr"d [ o il “l nu

Get your secure link

Scan the QR code with your phone

00se an alternative method

@ Copy link

Privacy Policy
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SOLUTION CONTINUED:

blurred.

& id.onfido.com

Mobile session linked to
your computer

Continue with the verification TEXA
Identity Proofing

TEXA

fd Double-check

. This link was sent by you — seek
advice if you think this could be a
scam

. Your desktop window remains open

Continue

@ onfido | ret

o

@ id.onfido.com

Submit license (back)

[C]

Take a photo of the back of your
license

Take photo

31 ONfidio | Reatidontity

(0]

If the photo is not clear, the verification will be rejected.

& id.onfido.com

Submit license (front)

[C]

Take a photo of the front of your
license

Take photo =
13 onfido | re

o

Also take a photo of the back of the driver's license.
Then record a short video where the face is turned from side to side (follow instructions).

@ id.onfido.com

Check your image

oo,
LEKTR

4

It is important that the illumination of the driver's license is clear and that the photo is

& id.onfido.com

Check your image

Make sure your details are clear and
unobstructed

Redo Upload

13 onfido | rea

& id.onfido.com

Record a video

This is to verify that you're a real perso

« First, position your face in the frame

* Then, turn your head slowly to both sides

T1 Enlarge image

Make sure your details are clear and
unobstructed

Upload
13 ONfidO | Reatidentity

0]

@ Please be mindful that we'll record your

face and your background

431 ONfido | Reat dentity

t

clear and not

d
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BULLETIN

SOLUTION CONTINUED:

# id.onfido.com @ id.onfido.com @ id.onfido.com

Allow camera access

When prompted, you must enable
camera access to continue

Recording complete

Avideo of your face has been recorded

Record a video

This is to verify that you're a real person

ow * First, position your face in the frame

¢ Then, turn your head slowly to both sides successfully

® Please be mindful that we'll record your
face and your background

We can't verify you without your camera

Enable camera I'm ready Upload recording

180 oNfido | reatidentity 184 ONfido | Real identity @ onfido | Reatidentity

h m O ] o

Once photos and video have been uploaded, press "Submit".

@ id.onfido.com

Uploads successful

You can now return to your computer
to continue

One final step

Here’s everything you've uploaded:

° Document
0 Video

Your computer may take a few seconds to update

131 Onfido | Reatidentity

m

0

d
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BULLETIN

SOLUTION CONTINUED:

The validation is processed and you have to wait to receive a confirmation email (typically 10-20
minutes).

Logout

PROFILE MANAGEMENT WORKSHOP

Personal profile

First name
Profile completion Last name
I
X Personal profile > E-mail
Jlektropartner.dk
~ Company profile >
Date of hirth
X Company profile validation > :
Change password The identity check process is still in progress. Please check again later.

Disassociate user

If the photo or video is not clear enough, the validation will not be approved and you will receive the
below message by email.

Then you have to make a new validation with photo and video.

Result of the document validation process

° € Svar | € Sartilalle

Result of the validation process of the documents
for accessing TEXA services

Dear Customer, ihe vall0gn process through identity proofing ended wilh the following result
Identification failed

Persanal profile

First namo
ok o Last name
I
X Ppersonal prfie D Email
Htropartner
~ Gompany praie >
Date of bith
X Campany profe validation >

() e cocumants o your ety check ave b deriod.Youhave aother e o apea th apeaton

Edtprotie | identty check

d
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SOLUTION CONTINUED:

The validation is now approved.
You will receive an email.

Press the button for the next step.

Result of the document validation process
O

Result of the validation process of the documents
for accessing TEXA services

Personal profile
Fistrama

® Press "Create profile"

® Fill in the fields

® You cannot proceed until all fields have been filled in
® In the province field, type DK

OFILE MANAGEMENT  WORKSHOP

Company profile

Create profie

Profi compieton

X Parsonal profle >

x Editcompany profie >
Nation

X Company profile validaiion >

Danmark ~

Post code Town

7200 Grindstad

Trehay

sted. Denmark

d
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SOLUTION CONTINUED:

X Personal profile >

~ Company profile D

X Company profie valdation >

Change password
Disassociate user

Company profile
Legal name
Elektro Partner ApS
VAT. number
DK26611792
Address
Trehpjeve]
‘Street number
2
Post code
7200

Town

Giindsted
Province
DK
Nation
Danmark

phone number
+4575310308

Company posiion
Workshop Manager

Edtprofie | Goto next siep >.

The validation is now complete.
The browser can now be closed.

Profile completion

+ Personal profile >

~ Company profile >

~ Company profile validation >

https://www. tube.

TEXA has made a video showing this process:
m/watch?v=I

WORKSHOP

Company profile validation

 Your proileis veriied.

+ The company profile is complete

¢ Rezonal probly 4 To procaed wih this operaion, a

~ Company profile >
X Company profle vaiidation >

Change password
Disassociale user

Vaidate profile

PROFILE MANAGEMENT WORKSHOP

Company profile validation
~ Your profile is verified

+ The company profile is complete

\/ The company profile has been validated.

ZB7 mA

\GHTS Reg.
o e,,b
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https://www.youtube.com/watch?v=IyQZB73oSmA
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SOLUTION CONTINUED:
Log in via 2-factor authentication on smartphone.

If you do not already have an "Authenticator App" from either Google or Microsoft, they can be
downloaded from the App store or Google store.

This example uses the Authenticator App from Microsoft.

1. Google Authenticator

2. Microsoft Authenticator

3. Once the application is installed on the Smartphone, one must select verified IDs
4. Press Scan QR Code

= Authenticator = .
Q) google authenticator © Annuller | = Bekreeftede id'er

Google Authenticator

= v Je e e K

Acceptér et Bekraeftet id for at fa mere

Q 2 3 kentrol over din identitet

Nogle websteder og organisationer tilbyder
nu Bekraeftet id'er. De go
kontokonfigurationen enklere o
samtidig med at de giver dig mere s
og kontrol over dine personlige oply

Et websted tilbyder typisk et Bekreeftet id via
en QR-kode. Scan koden for at komme i
gang
ﬁ Microsoft Authenticator

W kkkkk 8% Scan QR-kode

Fa mere at vide om Bekraeftet id\'er

a Authenticator App - Two...
Start gendannelse
Secure all All 2FA codes -
your accounts in one app (] LX | ® 2]
= 7 huthenticator  Adgangskode Bekraefiede id it A e AdaaameT
@ « & Q Ll

=

Bekraftede id'er

og

QGHTS Reg o
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SOLUTION CONTINUED:

Restart TEXA diagnostic tool.
Tap the (person) icon in the right corner (1).
Then tap the blue field (2).

Al
pC5v7600 S XK

% JMenu JDiagnose )Personvogne )VOLKSWAGEN )ID.3 [20>] (E11) Jelectric |Type 2|EBJA (70-110 kW)|[--/20>]

Manuel identifikation WVWZZZELZLP

Auto-diagnose .
Auto-diagnose

Kent Download the Microsoft Authenticator using the download VCl forbindelse: SMART

. Authentica links for i0S and Android or use any other authenticator
Tekniske data og tiek Global system scan app of your choice.

Once you've downloaded the Authenticator app, }
any of the methods below to continue with enrolint

Kundestyring Scan the QR code
Using your app scan this QR code and cii

isupport

Laste fejl

Mileage and VIN check
Diagnose efter system

g 0001 Elektrisk motor styreenhe
Can't scan? Try this
@ 0003 ABS

still trouble?

0006 Sadejustering, passagersi myTEXA

C
0008 Air condition enhed °

0009 Kontrolpanel

0013 Afstandskontrol

vright and database right 201

Log in with myTEXA email and password.

Authenticator

Authenticated diagnosis

The authenticated diagnosis is perfectly integrated in IDCS and allows unlocking gateways or control units
that were inhibited by the manufacturers.

The importance of a personal account

Remember that it is important for each operator to have their own account in order to access the
authenticated diagnosis functions.

Start the user configuration in myTEXA

Privacy Policy

Log in now with your myTEXA credentials

1will do it later

A QR code will then appear.

\GHTS Reg.
o =,
PRE

(ELEKTRO}
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SOLUTION CONTINUED:
The QR code from TEXA is scanned with the Authenticator App.

IDC5 v.76.0.0

WVWZZZE1ZLP

Auto-diagnose

Global system scan Handling

Jo)

o
16835

Lose e o9
=N
i=

Mileage and VIN check

Diagnose efter system
O 0001 Elektrisk motor styreenheq
3 0003 ABS

TEXA
1 0006 Sadejustering, passagersi ny

0008 Air condition enhed (@)
0009 Kontrolpanel

0013 Afstandskontrol

Authenticator App will now show a rolling code that changes every 30 seconds.
Enter the code in TEXA and then log in.

= Authenticator

@ TEXA External
elektropartner.dk
460 695 @

Annuller

QGHTS Reg o
%
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BULLETIN

SOLUTION CONTINUED:

The first time, this screen display is shown.
Press "configure PIN".

Diagnosis

Authenticator

Second level security configuration

Diagnosis

Links and other functions

You yourself can select 6 numbers, which are saved for this pin code.

Save the pin code in a secure place so that you can always find it.

Even though you are logged in via 2-factor authentication, some car manufacturers insist that you also
use a security code like this.

Diagnosis

Q Authenticator

6-digitdevice PIN setting ~~ mmm---

Camera/radar : '
TS ATl For major security, 2 personal 6-digit authentication PIN must
calibration asat. 1 2 3
Memorise o store it in a safe place.
You will need it for example for the gateway unock

Diagnosis

Non not give you personal PIN to third parties 4 5 6

Special Functions 0 a

Links and other functions
enter the PIN

{ )




